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1.MANG MAY TIiNH C O BAN:

Chwong 1: GIOI THI EU VE NETWORKING

1.1. Két ndi dén Internet

1.2. Toan nang
Chwong 2: CO BAN VE NETWORKING

2.1. Thdit ngir networking
2.2. Bing thong

2.3. Cac mo hinh networking
Chwong 3: MOl TRUONG TRUYEN DAN — MANG LAN — MANG WAN
3.1.Pbudng truyén capddng
3.2.Pbudng truyén cap quang
3.3. Méi tirong truyén khdng day
3.4. Mang LAN
3.5. Mang WAN

Chwong 4: NGUYEN LY CO BAN CUA ETHERNET
4.1. Nguyén ly ¢ ban cia Ethernet

4.2. Hat dong aia Ethernet

Chwong 5: CAC CONG NGHE ETHERNET
5.1. 10Mbps va 100Mbps Ethernet
5.2. Gigabit va 10 Gigabit Ethernet

Chwong 6: CHUYEN MACH ETHERNET
6.1. Ethernet switching

6.2. Mién dung doé va mén quang béa

Chwong 7: BQ GIAO TH U'C TCP/IP VA PANH PIA CHI IP
7.1. Gbi thiéu TCP/IP
7.2. Caadia cH Internet



7.3. LAy mot dia cH IP
Chuong 8: CO CAU TAO LAP MANG CON
8.1. Cacdp dia chH IP mang
8.2. Gbi thiéu vé tao mang con va y ngia
8.3. Xay drng mjt dia cH mat na mang con (subnet mask address)
8.4. Apdat mat na mang con

8.5. Tao mang con cho cac amg lop A va bp B

2.MANG MAY TINH NANG CAO

OSl.

Chwong 1: TANG VAT LY CUA MO HINH H E THONG MO OSI

1.1. Vai trd va chic ning aia ting Vat ly.

1.2. Plrong thrc truyen théng dong b va

khéngdong bb.

1.3. Gii thich nbi quan k¢ giita DTE va DCE.

1.4. Phan tich ctim EIA 232 D.

Chwong 2: TANG LIEN K ET DU LI EU TRONG MO HINH H E THONG MO

2.1. Vai trd va ctic ning aia ting lién Kt dit liéu.
2.2. CAc in dé trong ting lién Kt dir liu: sra Ibi, kiém soatiu lwong.
2.3. Cac giao tinc hudng ky tr va hrong Bit.

2.4. Céc phong thirc sira bi va kiem soat iru lwong trong éng lién ket dir ligu.
Chwong 3: TANG LIEN K ET DU LI EU TRONG MANG LAN

3.1. Tang con MAC va LLC.

3.2. NHng yéu au cia mangda truy @p va céc tht todn gii quyét bai
toanda truy @p (cddicu khien va khdng cdicu khicn)
Chwong 4: TANG MANG TRONG MO HINH H E THONG MO OSI

4.1. Vai tro va chic ning aia ting mang.

4.2. Mbi quan I gira IS va ES, cac giaotth
IS-1IS, 1S - ES.

4.3. Céac bai toan timeong va cléng tic ngteén
trong mang.

4.4, NHing van dé caa lién Kt lién mang.

4.5. Giao tiec IP (trong giao thc TCP/IP) va
cac giao tiec co lién quan ( ICMP, ARP,



RARP, DHCP, BOOTP)

Chwong 5: CO SO PINH TUY EN

5.1.Céac giao tinc dugc dinh tuyén va cé tié

dinh tuyén

5.2.1P la ndt giao thrc dugc dinh tuyén

5.3.Su lan truyén goi va hat dong chuygn

mach trong router

5.4. Cac nguyénit hat dong aia cac router

trong not khu wrc.

5.5.Dinh tuyén khac i dugc dinh tuyén

5.6. Sr xacdinh duong din

5.7. Cac Bngdinh tuyén

5.8. IGP va EGP

5.9. Link state va distance vector

5.10. C4c giao trr dinh tuyén

Chuong 6: CAC THUAT TOAN TiM PUONG TRONG TANG MANG

6.1. Thiit toando day (Flooding)

6.2. Thit toan timduong di ngan nhit.

6.3. Thut toandudng truyén ¢ dinh.

6.4. Thit toan Vector khang cach.

Chwong 7: CAC THUAT TOAN CH ONG TAC NGHEN TRONG TANG
MANG

7.1. Yéu @u va nguyén nhanmia bai toan cbng tic ngten.

7.2. Thit toan lai bo goi tin

7.3. Céc thfit toan kém soatduong truyén (thuat toan & chai, thidt toan

ding tke bai, thiiit toan yéu au duong truyén).

7.4. C&c thfit toAndiéu khién hat dong aia mang.

Chwong 8: TANG VAN CHUYEN TRONG MO HINH H E THONG MO OSI

8.1. Vai tro va chc ning aia ting van chuyn.

8.2. Mbi lién he va sr can thiét caa &ing mang

va ing van chuyén

8.3. Cac ham va céacdodon Vi truyén théng

trong &ing vin chuyén.

8.4. CAc n dé khi xac ip, duy tri, lai bo lién
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két trong fing Van chuyn.

8.5. Giao tlkrc TCP, UDP va dii thiéu thu vién

Winsock.

Chwong 9: TANG GIAO DICH TRONG MO HINH H E THONG MO OSI
9.1. Vai trd va chic ning aia ing giao dch.

9.2. Quan & giira phién giao @th, phién hat dong, lién Kt tang van chuyén.
9.3.Piém dong by, thé bai giao dch.

9.4. Gy ché haat dong aia hai thre thé tang giao dch.

Chwong 10: TANG TRINH BAY TRONG MO HINHH E THONG MO OSI
10.1. Vai trd va chc nang aia ting trinh bay.

10.2. Ngt canh trong qud trinh trn o liéu. Gisi thidu ciu tric ASN 1

10.3. M& hoa #l liéu va gii thiéu mot sd thuat toan ma @ liéu.

10.4. Nén @& liéu, gioi thiéu thuat toan Huffman.

Chwong 11: TANG UNG DUNG TRONG MO HINH H E THONG MO OSI
11.1. Vai trd va chc ning aia ting ang ding.

11.2. C4c thc thé ang ding va céaidi tuong lién K.

11.3. Céac chan cia lién Kt ung duing (ACSE, CCRSE, RTSE, ROSE,...)
Chwong 12: MANG WINDOWS VA CAC DICH VU HA TANG

12.1. Mang Windows va cac khaiém oo ban

12.2. % luoc cac dch wi ha ting mang DHCP,DNS

3.QUAN TRI MANG

Chwong 1: Gioi thiéu va caidat Windows Server 2003
1.1. Tong quan & hé ho diéu hanh Windows Server 2003
1.2. Chidn bi cho vic caidat Windows Server 2003
1.3. Caidat Windows Server 2003
1.4. Ty dong hoda qua trinh cadit

Chwong 2: Active Directory

2.1. Cac mo hinh amg trong moi trong Microsoft

2.2. Active Directory

2.3. Caidit va ciu hinh Active Directory

Chwong 3: Quan ly tai khoan ngwoi dung va nhom
3.1.binh ngha tai khan ngroi dung va tai khén nhom
3.2. Ching thrc va kiém soat truy ap



3.3. CAc tai khan tao sin
3.4. Quin ly tai khain ngroi dung va nhdmuwc b
3.5. Quin ly tai khain ngroi dung va nhém trén Active Directory
Chwong 4: Chinh sach o mat
4.1. Chinh sachéthéng
4.2. Chinh saché&théng
Chwong 5: Quan ly dia
5.1. Giu hinh I théng @p tin
5.2. Giu hinhdia lru trix
5.3. Sr dung chrong trinh Disk Manager
5.4. Qun ly viéc nén dr liéu
5.5. Thét Iap han ngach dia(Disk Quota)
5.6. Ma hda d liéu bing EFS
Chwong 6: Quan ly truy cap tap tin va thue muc
6.1. Tao cac thr muc dung chung
6.2. Quin ly thu muc dung chung
6.3. Quyn truy @p NTFS
6.4. DFS
Chwong 7: Cau hinh méi trwong lam viéc cia ngwdi dung
7.1. Bén méi tirong e théng
7.2. Profile
7.3. Logon script
7.4. Tao thu muc ca nhan
Chwong 8: Dich vu DHCP, Remote Desktop Connection & Terminal service
8.1. Och w DHCP
8.2. Remote Desktop Connection

8.3 Terminal services

4.DICH VU MANG
Chwong 1: Ho giao thivc TCP/IP
1.1. Tong quan TCP/IP theo md hinh OSI
1.2. Kién trac TCP/IP
1.3. Giu tricdija cH IP
1.4. Tinh subnet thatia cH IP



1.5. Giao tlkc TCP
1.6. Khai ném socket trong TCP/IP
Chwong 2: Cau hinh TCP/IP trén Windows va DHCP server
2.1. Giu hinh TCP/IP trén Windows Server 2003
2.2. Quin Iy cip phatdia cH IP ding DHCP
2.2.1. Bng quan ¢th wi DHCP
2.2.2. Caidat DHCP
2.2.3. Gu hinh DHCP cho subnet (@ vi, server)
2.2.4. Lién Kt 1 NIC wi DHCP server
2.3. Khai ném giao thrc RIP
va route thaytoi (dynamic route) trong Windows
Chwong 3: Hé théng tén mién va dich vu quan |y tén mién DNS, WINS
3.1. Tong quan @ hé thdng tén mén
3.2. Tong quan @ tén NetBIOS, B théng phan gii ttn WINS
3.3. CAc thanh pim caa k¢ théng phan gii DNS
3.4. Caidat va ciu hinh DNS server
3.5. Giu hinh va gan ly WINS server va WINS client
3.6. Quin ly, giam sat DNS
Chwong 4: Quan tri hé théng dung Active Directory
4.1. Cac khai @im Domain, Domain Controller, Forest, Active Diregto
4.2. Nangap quan ly serveri Workgroup thanh Domain
4.3. H trg TCP/Ip cho Active Directory
4.4. Dung Group Policgé quan ly cac giao thc mang
Chwong 5: Caidit va ciu hinh thw dién tir dung 1S (hay Exchange)
5.1. CAc khai gim email va cac thanh ph aia 1 I¢ théng thr dién tir
5.2. Caidat va éu hinh SMTP va POP trong IIS Mail
5.3. Giu hinh dch w Email cho server
5.4. Giu hinh dch w mail cho mail client: outlook, web mail
5.5. Dung 1 mail gatewayyvSMTP server
5.6. Giam sat SMTP server
Chwong 6: Caidit va ciu hinh web server dung 1S
6.1. khai ném quan tri web server
6.2. Caidat web server
6.3. Giu hinh web server véig hinh site
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6.4. Caidit va diu hinh caarng ding trén I1S
Chwong 7: Piéu khién truy cép tir xa véi Routing va RAS
7.1. Cac ith w dinh tuyén
7.2. Thét ké, khai thac truy &p tir xa
7.3. Giu hinh 1 Dail-up hay truyap VPN
7.4. Giu hinh clientdé truy cip tir xa
7.5. Giu hinh logging va account cho trugpctir xa
Chwong 8: Quan tri cac yéu té6 bao mat mang LAN
8.1. Cac %u td bao mat
8.2. Cong ¢ bao mat
8.3. Gwu hinh o mit nang cao ¥i Ipsec va TLS

Chwong 9: Chitng thwc va dp quyén tap trung véi Internet Authecation

Server

9.1. Cac giao tinc chrng thrc, RADIUS
9.2. Caidat va du hinh IAS

9.3. Giu hinh IAS nlx 1 RADIUS proxy
9.4. Bio mat truy cip khong day i IAS

5. THIET KE VA BAO MAT HE THONG MANG
PHAN 1: THIET KE MANG
1.1.Chrong 1 Bing théng

- Bang théng di cao va ling thdng di rong.
- Cachdo luong king théng mang.

1.2.Chrong 2D¢ tré

- Bang théng Do tré
- Po tré va dch wi Internet ¢ tinh

- Céchdo luong do tré trong mang

1.3.Chrong 3 An ninh mng

- Buc trong kra va an ninh ang

- An ninh mang trong giadinh

- An ninh mang khéng day

- phdn mém an ninh mng

- SSL — Secure Sockets Layer

- M& héa — An ninh mng

- Nhan dang — An ninh mng

- Chéng xam nép — An ninh nang



1.4.Chrong 4 Hach dinh dungtrong
- Chét lugng dch wi
- Hoach dinh dung trgng Website
- Hoach dinh qun ly haat dong
1.5.Chrong 5 Kién tric théng tin
- Mang may tinh
- Thiét ké Web — Thét ké dinh vi
- 10 cau bi vé kién trac thdng tin
- Kién tric thong tin trong LLNL.
- Tim kiém théng tin ing Human Indexing.
- B4 nhg, cau trac va Scent.
1.6.Chrong 6 Plwong an
- So db Logic
- So dd vat ly
- Phin aing
- Thiét bi mang
- May tinh
- Phin mém
- K& haach thi céng
- Chi phi cho ¢ an
1.7.Chrong 7 Giu hinh mng
- Trunking
- Chia subnet
- VLANSs
- Routing
1.8.Chrong 8 Cong nghhmang BOOT ROM
- 3Com Virutal Lan Drive
- Cong ngkk PXE
- Cong nglé BXP
1.9.Chrong 9 T chic dich wi mang
- DHCP
- DNS
- Web Hosting
- Mail offline
- Terminal Servise
- Remote Installation Service

- Remote Access Service



PHAN 2:  BAO MAT HETHONG MANG
CHUONG 1: BAO MAT TREN SWITCH
|. Hoat Dong trén thét bi Switch
Il. CAu Hinh thét bi Switch
1.bat tén
2.batdiach IP
3.Dit password chodng console
4.Dit password cho truy it xa
5. bat password cho mode enable
6. Ciu hinh bc do port
7.Gan MAC 6 dinh cho port
l1I. Thiét ké mang VLAN
1. Khai nién
2. Cacto
CHUONG 2: BAO MAT TREN ROUTER
I. Hoat dong aia router
II. Cau Hinh thét bi Switch
1.bat tén
2.Dit password chodng console
4. D3t password cho truy it xa
5. bat password cho mode enable
Il. C4u hinh ko mat trén routing protocol
1. RIP
2. OSPF
IIl. St dung Mbt sb cdng @ trén router
1. NAT
2. ACL
CHUONG 3 : ISA Server
1.Gidi thiéu ISA
Il . Caidat
lIl. Cau hinh va o tri ISA
IV. C4u hinh truy xit Internet cing ISA

V.C4u hinh ISA Server as a Firewall



6.HE PIEU HANH LINUX
Chwong 1: Giéi thiéu hé diéu hanh Unix-Linux

1.1.
1.2.
1.3.
1.4.

Dan nhap

Céc h Unix phd bién ¢ Viét Nam
Céc tinh cht chung

Phién lam wvic dau tién

Chwong 2: Giao dén ngroi dung

2.1
2.2.

Giao tip qua dongdnh
Giao tip qua ¢a $ do ha

Chwong 3: Cac €p Unix

3.1.
3.2.
3.3.
3.4.
3.5.
3.6.
3.7.
3.8.
3.9.

Gu tric ¢ théng file

Céc thao tawdan trén file binh throng
Cac Enh bién fp file binh throng

Céch sinh tén file

Quan tri ludng dr liéu

Noi dung va kich thac file binh throng
Céac I loc riéng

Hién thi tép dudi cac cing khac

Cac qu¥n truy dp file binh throng

Chwong 4: Cac Enh va clrong trinh
4.1. Cu phap va gc thuc hién Iénh
4.2. Thoi gian thrc hién [énh
4.3. CAc tn trinh
4.4. Céc “job"trong C shell

Chwong 5: Nh6dm cacénh va tén ich
5.1.Nhém tn ich thao tacép va thr muc
5.2.Khsi dong va drng e thdng
5.3.H thong X Window
5.4.Caidat va dip nhit phin mém
5.5.Qun tri user
5.6Truy ép va khvi dong ke théng €p
5.7.In4n
5.8.Ciu hinh f& thong
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